Enrolling with PIV and PIV-I
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Smart Cards and Velocity IDENTIVE

Overview

The Homeland Security Presidential Directive 12 (HSPD-12) called for a common
identification standard to be adopted by all Federal Government Agencies.

The Person Identity Verification (PIV) credential has been issued to over 8 million
Federal employees (almost four million people). The PIV credential is a smart card
operating at 13.56 MHz with a specific data module called End-Point. Certain data is
available by a “free read”, while other personal data requires a personal (secret) PIN
(personal identification number) to access (for example the required biometric
fingerprint data).

PIV card users can utilize their cards in Physical Access Control Systems (PACS) in a
number of ways based on the required level of assurance at the specific locations they
are permitted to access. At the lowest level of assurance a “free read” of the Card
Holder Unique Identifier (CHUID) data object, and at the highest level of assurance, a
multi-factor authentication using Public Key Infrastructure (PKI).

The CHIUD contains a Federal Agency Smart Credential Number (FASC-N), which is
used to enroll a user in Velocity, providing a unique credential number for use in the
Physical Access Control System (PACS). In a PKI implementation, the FASC-N is used
but the certificates on the card (the card certificate in the case of “contactless” CAK and
the Person Certificate in the case of contact “PAK”) are used to validate the card and
user.

For Government contractors, cards are issued with the same card data module, and the
same CHUID, however the first three fields of the FASC-N contain only “9’s”. These
cards are called PIV-I (interoperable). Correct implementation of these cards requires
the PACS to utilize the Universal Unique Identification (UUID) number rather that the

FASCN. PIV-l cards include the PKI certificates that enable the CAK/PAK schema.

Velocity provides the ability to enroll PIV cards on HIRSCH PACS with the appropriate
read and MATCH custom settings.

The following pages will assist in establishing the devices and Enrollment Manager
Settings to enroll the PIV and PIV-I cards into the Velocity system.
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To have the PIV read into the Velocity access control system the following setups need
to be established.

1. Create the following User Defined Fields in Enrollment Manager.

e Name Parsing Text

e Agency Code Number
e System Code Credential Number Number
¢ Credential Series Number
e Individual Credential Issue Number
e Person Identifier Number
e Organizational Category Number
e Organization Identifier Number
e Person Org Assoc Category Number
e Expiration Date Date

e Locate under Enrollment Manager > Tools > User Defined Fields....

s ™

User Defined Setup x
Uszer Defined Fields | Additional lmagesl
Enter the caption and bupe of each Uzer Defined data entry field.
For figldz defined ta be List typez, you may optionally enter default walues for the lizt [Chil-Enter b0 enter next
item.
Murmber of UDFs: | Apply |
UDF Caption Heq Color Type Default Tab =«
1 Mame Parzing D Black. Test [Mone] Eenere@
2 Agency Code D Black. Mumber [Mone] Gener:
3 Spztem Code D Black. Mumber [Mone] Gener:
4 Credenhal # D Black. Mumber [Mone] Gener:
5 Credential Senes D Black. Mumber [Mone] Gener:
B Individual Cred lssue D Black. Mumber [Mone] Gener:
¥ Perzon |dentifier D Black. Mumber [Mone] Gener:
2 Organizational Category D Black. Mumber [Mone] Gener:
9 Organization dentifier D Black. Mumber [Mone] Gener:
10 Perzon Org Aszzoc Categon D Black. Mumber [Mone] Gener:
11 Expiration D ate D Black. Date [Mone] Gener:
12 = D Black. [Mone] Gener:
13 Company Mame D Red [Li=t) Gener: o
44 ' ™ oo il " —
A ] »
| Heb | Lo DK | Cancel |

~—Figure 1 - User Defined Fields
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2. For PIV the Name field must be Parsed, split between First, Middle and
Last Name.
¢ Properties Enrollment Manager Tools > Preferences

e Change the UDF Name Parsing field [ references
to the UDF defined. —

Print Control Defaults

Enable Print Control Max: [l

Digplay Print Confirmation

Guery Size: 10 | Mumber of items ta display in the Quick find
dropdown list. Range: 5 to 50

LIDF Mame Pargsing
Perform automatic name parsing far thiz UDF:
|UDF1 - Mame Parzing '|

Credentials - Relative Activation/E spiration Shartcuts

{Quick Firvd Dfailt

Interval Offset Dizplay - | Add.. |
Taday 17.00 Today [17:00)
Today 01:00 Today (01:00) i ﬁ -
Today 2359 Midnight = ||
Week 1 1'week :I
Month 1 1 Month | Delet ‘
ear 1 1ear 2 ——
il 2 LI
| Help | QK | Cancel ‘

Figure 2 Enrollment Manager Preferences

3. Establish the device for reading the card and install by USB. The driver
for the device must be downloaded from the internet as Velocity does not
supply the driver.

a. SCR3310
b. SCR3311

Figure 3 -
CRSCMCEUSB Card
Reader
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4. The RUU device may also be used to enroll the PIV card. Be sure to have
the correct firmware installed on the device using the Cogent software.
This will allow for the addressing TCP/IP and will enable the choice for
enrollment on the Device Configuration RUU tab. =

HHIRSCH

N N

Figure 4 - RUU PIV
version

5. If an Enrollment Station is being used, the Special Handling needs to be
established under Device Configuration. Enrollment Manager > Tools >
Device Configuration > Credential Enroliment

Device Configuration X

| Credential Errollment I Signature Eapturel Ecannersl Pl Beaderl RLUU |
~DIGIFTRAL Credential MATCH Enmollment Station

Serial port: | WARYIOGRAPHICPCWCOMY . |

Cuztom card mapping: |<N0ne> - |

Enable Hex Pazs-through:

Special Handiing: | 200+hit FASCN Bypass |

Muate: Since the Enrollment Station and Signature Capture Devices are
tppically not uzed simultaneously, thep may share a cormmon zenial port if an
A8 switch is uged,

Help 0k | | Cancel

Figure 5 - Device Configuration Special Handling

Note: The reader used for the enrollment must have the MATCH custom settings
as well as the correct firmware for the data to pass correctly into the Enrollment
Manager Fields.
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6. Select Enrollment Manager Tools > Device Configuration and map the
UDF fields to each device used for card reads.

feh Map UDF Fields x
Fields for: | FIPs 201 Contact -
Document Field UDF Field
M ame - Lazth ame -
Employee Affiliation line 1 w Firsth ame
Employee Affilation line 2 b iddlet ame
Expiration D ate [Printed) Title
Agency Card Senal Mumber Suffis
lzzuer Identification Mame Parsing
Agency Code = Agency Code
System Code Syztem Code
Credential Murmber Credential Mumber
Credential Senies Credential Series

Individual Cred lzsue
Perzon |dentifier
Organizational Categan

|ndividual Credential |ssue
Perzon |dentifier
Organizational Categary

Organization [dentifier Organization [dentifier

Perzon Organization Association Cat Perzon Org Aszoc Category

Expiration D ate Expiration [ ate

AgencyCode (CHUID) W ‘1_ 4

—

Figure 6 UDF Field Mapping for Enrollment — Click and Drag to UDF Field.

Note: For PIV-I cards, the UDF Field of UUID/GUID is the only field that is
necessary to map for credentialing. This field will need to be added to the UDF
Fields if both types of cards are being enrolled into Enrollment Manager if
previously not added.

Enrollment Manager > Tools > User Defined Fields — be sure to select
Unique Text as the UDF type.

7. Close and reopen Enrollment Manager. There should now be a scan
button
8. Select Add Person and select the scan button.

| Scan | | Undao | | Apply
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9. Select the device to read the card if multiple devices are being used.

‘.’er\f",- Scanner Data

FY Reader

Read PIV Card

Type: | FIPS 207 Contact

Read locked information (requires PIN]

Field Caption

Walue

Mame

Emplopes Affiliation line 1

Emplopes Affiiation line 2

Expiration Date [Printed]

Agency Card Serial Number

Issuer |dentification

Agency Code

Spstem Code

Credential Murnber

Credential Series

Individual Credential |ssue

Persan |dentifier

Drganizational Category

Organization |dentifier

Output Window:

Barram Mimaninatinn & oramistion ahannnl

Clear ‘

] »

Help

Cancel

10.

data.

\

Card PIN

Please enter PIN:

|

0K }

Cancel {

To read all the fields, the

card holder will need to enter their PIN to
unlock the card. This applies to both PIV
and PIV-l card. Once OK is selected, the
card will read and the fields will show the

[Give it a few seconds, and the data will fill in the fields above, and also the output

window.]

Verify Scanner Data

PIV Fieade |

. ReadPMCad |

Type: | FIPS 2071 Contact

' RAead locked information [requires PIN]

lssuerD: 7093
Dizconnect: PIV_OF,

ExpirationD ate; 0BAJG2015
AgencyCardSeralMo: 0005363330

Field Caption Walue -
M ame GROTHMAN-PELTON, MARY J =
Emplayee Affiiation line 1

Employee Affiliation line 2

Expiration Date [Printed) OBaUG2015
Agency Card Serial Humber 0005963390

Izsuer |dentification 7033

Agency Code 7033

System Code 1101

Credential Mumber 073914

Credential Series 1

Individual Credential lssue 1

Person |dentifier 0004656580

Organizational Category 1

Organization Identifier 7039 L |
Parrmin MNrmamizzbion A cenmizhinmn Cabananl 7
Output Window: Flear |
Line1:

Lingz:

E

| Hee |

Cancel

Figure 10 Scanned Data from PIV/TWIC Card

Click Accept for the data

to populate the UDF fields in
</|| Enrollment Manager.
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General_ HF  SmartCardz Be Careful of Length T&B 4 TAES TAEE TABEF TABR TaBA TAB10 Groups

& LS -93 Record Last Updated: 342442013
Marne: [First, Last] - | [MaRy | |J | |I3F|DTHMAN-F'E LTOM | v
Name Parsing | GROTHMAN-PELTON, MA | Orgarizational i |
Agency Code | 7099 Organization Identifial 7099 ‘
Syztem Code |'|'|E|‘| Person Org Azsoc |2 |

GUID |EIDEIEIEIDEIDDDDDDDEIEIDEIDEID[‘ I f @ I

User Defined 13 | ‘
1

Credential Series | 1

Individual Cred Issuei'l Double-click images

to edit

|
|
Credential # |E|F3914 | Ewpiration D ate |EIEL"EIE£2D15 ‘
|
|
| User Defined 14 |

Person |dentifier |uuu4555580

& = AddMew Credential @ = Azzign Credential Freview Badge & =—| FrintBadge

12.Click Apply to download. You are now ready to issue a credential.
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For PIV Credentials - 200 bit F
13.Add New Credential

ASCN

Credential-GROTHMAN-PELTON, MARY Pronerfias

ﬁenerall Eunctionl I__imitsl thiunsl EBicrn

1D [mEw]
Link to:

ﬂ Concatenate FASCN UDFs

Select numernc UDFs to concatenate into the FASCM field:

i Agency Code &gency Code -
Description: P/ Credential [TwIC] | |
B Spstem Code |5.'r'$t8m Code M |
Template: | [More] Credential Mumber |Eredential 8 M |
Credential Seres |Eledential Series - |
IDF: 2-Card -
| Individual Credential lssue |In|:|w|c|ual Cred lssue M |
r ':_?“j Perzan |dentifier |F'er$|3n |dentifier - |
FPE 200-bit FASCM ’ st
| I | Organizational Category |Drganlzat|n:unal Category - |
Organizational |dentifier |Drganizatiu:un | dentifier M |
Diata: | | Perzon/0rganization Azsociation |F"3'Sljn Urg Assoc Categary - |
FASCH: | | 3
Errollment Station Status. Double click | ok | | Earics |
for Diagnostics
|
| Help | | 0k | | Cancel |

Figure 11 - Add New Credential - UDF MATCH

Note: The PIV and PIV-I cards may use IDF 2 for use with just the card presented at the
reader. If any other IDF is selected, a PIN will be required. This should never be the
secret PIN that the user has to unlock the data on the card.

The 200-bit FASCN will populate the UDF concatenate window. Select the
corresponding UDF fields created and click OK. This will produce the FASCN that will

be used for the card read.

Identive Learning Center 1900 Carnegie Building B Santa Ana, California 92705 949-250-8888

~ Card

Tope: | 200bit FASCN |

Data:  |JDF>709911010739141| | UDF...
FASCN:

|70391101073914110004¢ 32 digits

Enrollment Station Status. Double click

for Diagnostics
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To locate the UDF concatenate window, —|# cencatenate Fasci uors .
S_eleCt the UDF e bUtton on the Data Select numeric UDF: bo concatenate inta the FASCH field:
field.
Agency Code |Agenc_l,l Code - |
System Code |5.'r'Sth Code M |
Credertial Murnber |C'Bd9”“a| # - |
General | Eunctinnl Lirnits I Dptiohs I Biometrics I Credential Seriss |Eredential Ceries - |
1D: [rew) Individual Credertial |ssue |Individual Cred lssue M |
Link ta: Perzon |dentifier |PBI$DI‘.'I Idéntifier - |
Organizational Category |Drgan|2at|0na| Categary hd |
Descriptiun:| FIY Credential | (Organizational Identifier |Drganizati0n Identifier v |
Eadge Person/Organization Association |PE'3°"" Org Assoc Categary - |
Template: | [None]
| ok | | Cancel |
IDF: | 2-Caid
~Card Figure 12 UDF button on Credential General Tab
Type: | 200bit FASCN - |
This will supply a 32 digit number in both the
: Data field and the FASCN field.
Data  |cUDF>703511010733141) |

FASCM: | 70931101073314110004¢ 32 digits

Enrallment Station Status. Double click ﬂ
for Diagnoztics

Select the Function Tab and assign the

Figure 13- FASCN Assignment appropriate Door Group for this individual.
e All Limits
o Threat Authority and 2 —Person Rule may be assigned
e Options
o Special Needs Access and Passback Executive Override may be
assigned

¢ Click OK and the PIV credential has been issued.
e Verification of download may be seen in the Event Viewer.
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For PIV-I Credentials
The UUID/GUID is the unique text that is used for the credential.

Using the contact reader, the card will be read just like the PIV card, with the addition of
the UUID.

Verify Scanner Data

To read all the data the card holder B oot |
will also need to enter their PIN Resd P Card Type: |FIPS 201 Cortac -
num ber W Riead locked information (requires FIN)
:::;aption Walue Card PIN
NOTE: The PIV-I card has 9999 Enployee Affalon Ine |
. Emplayee Alffiiation line 2
instead of a Government Agency Expirston Date Pinted]
Agency Card Serial Mumber
COd e . lzguer Identification
Agency Code 9939
. ) Systern Code 9999
Assign a Door Group function and any |Gzl unker 999333
. . . . i Credential Series 1
Limits or Options for this credential. Il Credentl ssue 1
Peison Identifier 0004656580 oK | Cancel |
Organizational Categom 1
Organization |dentifier o0t
Parerin Minamization Aeencistion Cstanonl 7 -
Olutput "indow: | Elear |
Detected: SCM Miciosystems Inc. SCR33x USE Smart Card Reader 0 -
Specified reader found: SCM Microsystems Inc. SCR33% USE Smart Card Reader 0
pivSelectCarddpplication: PIY_OK
pivGetData: PIV_ E|
FASC-N parse completed.
ED: 03A15/2018 =
| Help | Accept | | Cancel

Figure 14 - PIV-I card with PIN

Perzonal Information
General HR K SmartCards | Be Careful of Length TAB4 TABS5 TABG TAB7 TABE T4 P
UDF |Caption Value -
20 Agency Code 9999 =
21 System Code 9999

22 Credential ID

23 Credential Number 999999

24 Credential Series 1

25 Individual Cred Issuer 1

26 Person Identifier 0004656580

27 Organization Category 1

28 Organization Identifier 0001

29 Person Organ Ass Category |2

30 Expiration Date 3/15/2018

31 AgencyCode CHUID

32 Organ Identifier CHUID

33 DUMNS

34 GUID QAQAGYB2D2DC43FEBBEB4222042BA82C -

Figure 15 The UUID/ GUID will have numbers and letters.

Page 10



Smart Cards and Velocity IDENTIVE

.Door Properties - PIV

Door-M8 DR3 Executive Offices \\XNET.001.0001.001.01.DR03 Properties X

General Enty Reader I Bela_l,ll Iﬂputl

e HID ICLASS reader with
200 bit firmware — using a

Setup | ScramblePad Options | Logic I

MATCH2 set with Custom Reader MName: |M8 D'R3 Executive Offices |
27-28 - 29 M&4TCH Feader

L4 El‘ltl’y Reader Setup Tab - Enable bezel tamper Enable Wiegand Hex Pass-thraugh
Special Handling- 200 bit LED reverse
FASCN Bypass

. Present PIV Card and Dizable reader above this level: |SS-LeveI agq Yl
access granted . Dizable CCOTZ above thiz level: | 99 - Level 39 - |

Enable ScramblePad Sharing

Custom Card Codes:

Special Handling

I v v .

| Help | (] Cancel

Figure 16 - Entry Reader Settings

Note: MATCH special settings for the corresponding bit formats

64 bits — Custom 24,25,or 26

75 bits — Custom 18, 20 or 21

128 bits —Custom 18,20,21,24,25,26,27,28,and 29[PIV only]
200 bits —Custom 27,28,0r 29

Note: Along with the MATCH custom settings, the firmware on the reader must
also correspond to the bit format.
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For PIV-l cards

HID iCLASS with 128 bit firmware and MATCH2 with Custom 27-29

e The PIV-I card uses the FASCN Bypass to allow the UUID to be used

e Along with the Wiegand
HEX Pass-through, the card
reads the same at the door

e The Door Properties is
different, using the Enable
Wiegand Hex Pass-
Through to enable the
UUID/GUID to pass through

e Presented to the reader, the
PIV-I card will issue an
access grant

e |If the reader has the ability
to read both formats, then
the cards enrolled will read
by presenting the card

o If the Agency Code
is all “9s” the reader
will pass through the
uuID

Velocity Enrollment Manager has

Door-2-Lab Security Area 1 \\XNET.001.0003.001.01.DR02 Properties x

ﬁenerall Entry Reader

Setup | ScramblePad Options I Logic: I

Reader Mame:

MaTCH Reader
Enable bezel lampﬂq W Enable Wiegand Hex Pagzs-through
LED reverse

Dizable reader above this level:

| 2-Lab Securty Area |

193 Level 39 |

Dizable CCOTZ above thiz level: | 99 . Level 99 - |

Enable ScramblePad Sharing

Custom Card Codes:

|<Nc-ne> '|

 —

[ Hep | oK |

Special Handling:

| 200-bit FASCN Bypass

Catcel

all the ability to read both PIV and PIV-I cards. The trick is to make sure all the
corresponding devices are established with the correct formats.

e Enrollment Station

o MATCH Custom settings

o Reader firmware
e Device Configuration

o User Defined Fields to map the data
o Name Parsing is PIV cards are being read

e Scanning the card

o PIN needed for name field

e Door Properties
o Reader settings
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